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1.
SCOPE AND FIELD OF APPLICATION
1.1

Purpose
To define the field of application of the E-Mail, Internet and Intranet Acceptable Use Policy (AUP) contained in this manual.

1.2

Scope

The AUP defined in this manual applies to all staff that use company E-Mail, Internet and/or Intranet facilities.  Responsibility for the implementation of this policy rests with line management and the Rehab Group IT Department.  

The Rehab Group may revise the AUP set out in this manual at any time, and such revisions shall be notified to all staff members within two (2) days thereof. Responsibility for the drafting and incorporation of such revisions shall be with the Director – Marketing and Communications.

The AUP, incorporating all revisions, is available on the Rehab Group Intranet and should be read in conjunction with the Rehab Group Employee Data Protection Policy, a copy of which is also available on the Rehab Group Intranet.
Where the AUP refers to staff, this includes full-time, part-time, temporary or contract staff of the Rehab Group and its subsidiary and affiliate companies.

1.3

Records and Retention Period


Not applicable.

1.4

Appendices


Not applicable.


2.
INTRODUCTION

Electronic mail (E-mail) enables Rehab Group staff to communicate promptly and efficiently with colleagues internally within the organisation.  E-mail also allows us to communicate with other agencies and outside bodies with whom we may have reason to interact.  Similarly, the Internet facilitates access to a multitude of information sources which are relevant to the work of the Rehab Group and its subsidiary companies.  The use of the Intranet aims to improve organisational communications and enables the sharing of organisational knowledge and resources in an effective and efficient manner.

While these forms of communication bring many benefits to the Rehab Group in terms of internal and external communications, they also bring a number of risks to the organisation, particularly where employees have general Internet access and use the facility outside of their work roles.  There is also a risk as regards the confidentiality of information stored and accessible on the Intranet.

For these reasons, we have drafted this policy which sets out clear and specific standards for staff if they have reason to use E-mail, the Internet and/or the Intranet at work. This document represents the Rehab Group’s policy on the use of E-mail, the Internet and the Intranet at work and should be read in conjunction with the Rehab Group’s Employee Data Protection Policy.  Copies of both of these policies are being issued to all staff who may have E-mail, Internet and/or Intranet access and both policies are available on the Rehab Group Intranet for reference at any time. 

I would ask you to read these documents carefully, to familiarise yourself with these standards and to ensure that they are upheld and respected in our workplace.
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Frank Flannery







Chief Executive 





Date: December 2005

Rehab Group

3.
E-MAIL
3.1

Use of E-Mail
E-mail is a personal computerised communication system, which enables the sending and receiving of messages via desktop/laptop computers and various handheld devices.  Documents and materials can also be attached to E-mails. The E-mail system effectively bypasses typewritten documents, faxes and the need to post documents. There are however risks attached to the sending of E-mails and these include:

3.1.1
Your message may go to persons other than the intended recipient and, if confidential or commercially sensitive, this could be damaging to you and/or The Rehab Group.  For example, an E-mail addressed to “Everyone” will be delivered to all users connected to the Rehab Group’s E-mail system.  

Indiscriminate mass mailing to email users can quickly tax the capabilities of the existing system to deliver other messages that may be critical.  Additionally, the receipt by email users of excessive numbers of mass mailing messages is a work-place irritant and does not promote the efficient use of information systems or human resources. 
Email is a convenient way to communicate information to the Rehab Group community, and as a result there are many Group-wide "broadcast" e-mails. However, the convenience of this method has to be balanced against the resources it consumes. These resources include system disk space, the load on the server, telephone costs, and perhaps most importantly - the time and attention of the email user community who receive the messages. With the increasing volume of general email received by everyone, it is important that we avoid the internal overuse of broadcast email.
Please bear in mind that the "Everyone" groups displayed on the lookup list refer to over 600 mailboxes, all of whom receive your broadcast.
Prior to sending an email addressed to “Everyone” the email must firstly be approved by your line manager.
3.1.2
The facility which enables you to send E-mail messages to all users should only be used where the nature of the information to be communicated is such that it is in the interest of all users connected to the Rehab Group’s Email system to receive such information.  In certain circumstances it may be more appropriate to forward the relevant E-mail message to all staff in your Rehab Group Company, or to all staff in your department, or to place the message on the Intranet.
3.1.3
E-mail messages can carry computer viruses which are particularly dangerous to the Rehab Group’s computer operations generally.  A virus is a piece of software designed to cause malicious damage.

3.1.4
Letters, files and other documents attached to E-mails may belong to others and there may be copyright implications in sending or receiving them without permission.  

3.1.5
E-mails attaching documents that contain electronic signatures should only be sent in .pdf format.  

3.1.6
E-mail is speedy and as such messages written in haste or written carelessly can be sent simultaneously and without the opportunity to check or rephrase.  This could give rise to legal liability on your or the Rehab Group’s part such as claims for defamation, etc.  Please remember that anything stated in an E-mail could be used in legal proceedings in the same way as anything in a memo or letter.

3.1.7
An E-mail message may legally bind the Rehab Group contractually in certain instances without the proper authority being obtained internally.

3.1.8
A substantial proportion of E-mails to Government and other public bodies may be accessible to the general public, including journalists, under current Freedom of Information legislation.  Personal data contained in E-mails may also be accessible under Data Protection legislation.

In light of these points users should always regard E-mails as potentially public information, which can carry a heightened risk of legal liability for the sender, the recipient and the organisations for which they work.  Please remember that information sent by E-mail can never be considered totally secure.

3.2

E-Mail Standards
In order to avoid or reduce the risks inherent in the use of E-mail within the Rehab Group (as set out in Section 3.1 above) the following standards are necessary.

3.2.1
In order to maximise the image and professionalism of Rehab Group personnel, the signature section of all external E-mails should include your name, title, the company name, address, telephone number(s), email address and website address.

3.2.2
 
Web-based e-mail accounts, (such as yahoo or hotmail), may not be used for work purposes.
3.2.3
The Rehab Group does permit the limited personal use of E-mail. However, non-business use of E-mail must be governed by good judgement and restraint and should be limited and confined to non-work time. The Rehab Group reserves the right to restrict non-business use of E-mail if it interferes with the productivity of an individual and/or the overall availability of network and computing resources.  

3.2.4
All E-mails issued from the Rehab Group must carry a disclaimer saying the E-mail is intended only for Rehab Group use (See Appendix 3.4/1). This disclaimer will be introduced automatically by the Rehab Group IT Department to all E-mail accounts from the date of implementation of this policy and should be applied to all outgoing E-mails as a default. 

3.2.5
Confidential or commercially sensitive information should not be sent by E-mail as security cannot always be guaranteed.

3.2.6
Where possible limit the use of attachments.  It is better to send these in hard copy format given that attaching documents may give rise to the release of information not intended - hence the importance of vetting attachments.

3.2.7
Extra caution needs to be taken with E-mail messages in respect of any disparaging remarks they may contain.  An E-mail should be regarded as a formal written letter the recipients of which may be much wider than the sender intended.  Any defamatory or careless remarks can have very serious consequences as can any indirect innuendo.

3.2.8
The circulation of indecent, obscene, sexist, racist or other inappropriate remarks whether in written or in cartoon form is forbidden. Likewise, the use of indecent, obscene, sexist, racist or other inappropriate screensavers is forbidden. 
3.2.9
You should not subscribe to contracts on behalf of the Rehab Group unless you have the express authority to do so.  You should not enter into any binding commitment on the Rehab Group via the E-mail or the Internet unless you have the authority to do so.

3.2.10
Users should not do anything which would cause any corruption of the IT Systems, such as opening unauthorised potentially virus infected messages which have not been checked, as this could result in potentially significant losses and costs for the IT System ranging from temporarily slowing down to actual damage.

3.2.11
If you receive any offensive, unpleasant, harassing or intimidatory messages via E-mail you are requested to inform the Rehab Group IT Department immediately.  It is important that we trace such E-mails as quickly as possible.

3.2.12
Any important communication, which you receive or send through E-mail should be printed and a hard copy kept (e.g. confirmation of order etc.)  Where important to do so you should obtain confirmation that the recipient has received your E-mail.  This is called a read receipt.

3.2.13
Documents prepared for customers may be attached via E-mail.  However, excerpts from reports other than our own, if substantial, may be in breach of copyright and the authors consent ought to be obtained particularly where taken out of its original context. Information received from a customer should not be released to another customer without having received the prior consent of the original sender.  If in doubt you should consult with your Manager.

3.2.14
In order to ensure the security of E-mail usage, each Rehab Group or Rehab Group Company employee should be issued with their own unique login details that will allow them to access E-mail. To avoid unauthorised access to E-mail, the username and password issued to an employee or group of employees should be treated as confidential and must not be shared with either another employee of the Rehab Group or with any external person/company.  It is the responsibility of each individual employee to maintain their username and password in a secure location to prevent unauthorised use of their login details.  The Rehab Group accepts no liability for breaches of access regulations by any Group employee or external party.

3.2.15
The Rehab Group IT Department and/or your local IT manager reserves the right to monitor incoming and outgoing E-mail.  Such monitoring will be carried out in a proportionate way.  From the date of issue of this document the Rehab Group Network will block any material deemed inappropriate as set out in this policy. If any breach of this policy is observed the organisation reserves the right to initiate disciplinary action. 

3.2.16
Staff members who abuse the Rehab Group’s E-Mail facility or who fail to comply with the standards outlined above or who fail to comply with Section 6 of this policy will face disciplinary sanctions that may, in serious cases, result in disciplinary action up to and including dismissal. 

3.3

Records and Retention Period


Not applicable.

3.4

Appendices


Confidentiality Notice 
Appendix 3.4/1

CONFIDENTIALITY NOTICE 

The information contained in this email message is intended only for the confidential use of the named recipient.  If the reader of this message is not the intended recipient or the person responsible for delivering it to the recipient, you are hereby notified that you have received this communication in error and that any review, dissemination or copying of this communication is strictly prohibited.  If you have received this in error, please notify the sender immediately.

Ends.

4.
INTERNET
4.1 Use of the Internet

The Rehab Group has access to the Internet, which enables approved/authorised staff users to obtain information specific to their role within the organisation.  This service also enables communication between sites appropriate to that role.  Many of the Internet’s activities are for recreational and private use and are unrelated to our business.  For that reason access to the Internet is restricted.

4.1.1 
Staff members requiring Internet facilities will need the prior approval of their Manager. Internet access should only be commissioned by a designated member of the Rehab Group IT Department or by a designated member of your local IT Department (See Section 7.0 – Internet Access Procedure). The risks to the Rehab Group of Internet usage are even greater than that with E-mail and hence the need for strict standards.

4.2 Internet Standards

The Rehab Group’s Internet connections are intended for activities that either support the organisation’s business or the professional development of employees.  The Rehab Group does permit the limited personal use of the Internet.  However, like E-mail any non-business use of the Internet must be governed by good judgement and restraint and should be limited to non-work time. The Rehab Group reserves the right to review the continuation of access to the Internet if non-business use interferes with the productivity of an individual and/or the overall availability of network and computing resources.  The Rehab Group reserves the right to withdraw access to the Internet at any time for any staff member without explanation.  

4.2.1. The Rehab Group’s Internet resources are limited. A browser minimised on-screen places the same demands on the system as a browser maximised on screen. As a courtesy to your fellow users we recommend you close down your internet connection and log-out of the internet rather than minimising your browser on-screen for long periods of time.

4.2.2. In general, Internet access will only be provided to authorised staff. Staff who are authorised for such use will be issued with appropriate login details, which should not be divulged, to any other person. Authorised staff should be mindful that they will have responsibility for Internet access under their login details and hence will also have responsibility for illicit use of that login details whether this is with or without their consent.

4.2.3. The Rehab Group IT Department and your local IT Department reserve the right to monitor the use of the Internet to ensure compliance with this policy.  From the date of issue of this document the Rehab Group Network will block any material deemed inappropriate as set out in this policy. 
4.2.4. In order to ensure the security of the Internet, each Rehab Group or Rehab Group Company employee will be issued with their own unique login details that will allow them to access the Internet. To avoid unauthorised access to the Internet, the username and password issued to an employee or group of employees should be treated as confidential and must not be shared with either another employee of the Rehab Group or with any external person/company.  It is the responsibility of each individual employee to maintain their username and password in a secure location to prevent unauthorised use of their login details.  The Rehab Group accepts no liability for breaches of access regulations by any Group employee or external party.

4.2.5
Staff members who abuse the Rehab Group’s Internet facility or who fail to comply with the standards outlined above or who fail to comply with Section 6 of this policy will face disciplinary sanctions that may, in serious cases, result in disciplinary action up to and including dismissal.

5.
INTRANET

5.1 Use of the Intranet(s)
5.1.1
The Rehab Group will have an Intranet or a number of Intranets for the Rehab Group itself and for individual Rehab Group Companies.  These Intranet(s) are private websites which facilitate internal communication, knowledge management and knowledge sharing processes for the organisation.  The Intranet(s) is the focal point for all information relating to the Rehab Group and its member companies.  The Intranet(s) provides information on many aspects of the management of the Rehab Group’s business including, but not limited to, information on public affairs, finance, information technology, marketing and communications, properties and facilities, research and human resource management.  The Intranet(s) holds confidential information relating to Rehab Group and individual Rehab Group Companies, and this information should only be accessed and used by Rehab Group staff.
5.1.2
Access to the Intranet(s) is provided for Rehab Group or Rehab Group Company staff only.  All information relating to the Rehab Group or Rehab Group Companies that is stored on the Intranet(s) is the property of the Rehab Group.  This information should be treated as confidential in line with the conditions contained in staff members’ employment contracts, the Rehab Group’s E-mail, Internet and Intranet Acceptable Use Policy, the Rehab Group’s Employee Data Protection Policy and the Rehab Group’s Ethics Policy.  Information on the Intranet(s) should be used only to enable and support the activities of the Rehab Group.  In accepting this policy, when following the Intranet Access Procedure outlined in Section 8, employees agree that all the information accessed on the Intranet(s) will be used solely to fulfil their duties and responsibilities as part of their role within the Rehab Group.
5.1.3

Content that is stored on the Intranet(s) may need to be restricted for reasons of confidentiality or relevance.  It is at the discretion of the Rehab Group Companies and the Rehab Group Departments and their respective line managers to decide whether content on the Intranet(s) should be restricted to a specific user or group of users.  It is the policy of the Rehab Group to apply restrictions on content ONLY when it is absolutely necessary.  The Rehab Group reserves the right to withdraw the privilege of access to the Intranet for any employee without explanation.  

5.1.4

The Intranet(s) contains links to external websites. Neither Rehab Group nor the Group Companies endorse or are responsible for the accuracy, completeness, usefulness or quality of any linked website.  An employee’s access to a linked website is solely at the employee’s risk.  

Neither the Rehab Group nor any Rehab Group Company shall be held responsible or liable directly or indirectly, for any loss or damage caused or alleged to have been caused by that employee’s use of or reliance on linked sites or its inability to access the Intranet and any linked sites to or from the Intranet.

5.2

Intranet Standards

5.2.1
All Group Intranets are secure websites and require the user to submit login details in order to gain access. The security of the Intranet(s) is ensured by the use of official security certificates. Where these security certificates exist, they must be accepted by an employee when accessing the Intranet(s).  If a security certificate is not accepted an employee will not be able to access the Intranet(s). 
5.2.2

In order to ensure the security of the Intranet(s) each Rehab Group or Group Company employee will be issued with their own unique login details that will allow them to access the Intranet(s). To avoid unauthorised access to any Intranet the username and password issued to an employee or group of employees should be treated as confidential and must not be shared with either another employee of the Rehab Group or with any external person/company.  It is the responsibility of each individual employee to maintain their username(s) and password(s) in a secure location to prevent unauthorised use of their login details.  The Rehab Group accepts no liability for breaches of access regulations by any Group employee or external party.

5.2.3

The Rehab Group IT Department and your local IT Department reserve the right to monitor the use of the Intranet(s) to ensure compliance with this policy.  Staff members who abuse the Rehab Group’s Intranet facility or who fail to comply with the standards outlined above or who fail to comply with Section 6 of this policy will face disciplinary sanctions that may, in serious cases, result in disciplinary action up to and including dismissal.  

6.
UNACCEPTABLE USE
E-mail, the Internet and the Intranet(s) should NOT be used for any of the uses under the following category headings:

Misrepresentation /Fraud
· To make fraudulent offers to sell or buy products, items or services, or to resell any services provided by Rehab Group, its servants or agents without Rehab Group’s prior written consent.

· To represent yourself as some other person, organisation or company or use another person’s or entity’s personal electronic information or details.

· By adding, removing, modifying or redirecting identifying network header information in an effort to deceive or mislead;

Confidential Information
· To provide information about Rehab Group employees or clients to others and/or to send classified information without approval.  Note: This may be inadvertently done by forwarding “chain” E-mails to other users which can also spread viruses and take up valuable network resources.

· To provide information about Rehab Group’s business activities, its intellectual property or any other commercial information to others, the discharge of which could result in having a negative impact on the Rehab Group.

Time Wasting
· When it interferes with job responsibilities.  This includes spending unreasonable and unwarranted time on the Internet, Intranet or on E-mail activities.

· Public messaging systems on the Internet should not be accessed or used save with a specific written permission from the user’s line manager (public messaging systems include user groups and special interests).


Offensive Content
· To post or download messages that contain inappropriate, obscene, intimidatory, harassing, defamatory, disruptive or otherwise offensive language and anything that will reflect poorly on the Rehab Group’s name and professional image.
· To advertise or otherwise support unauthorised or illegal activities.
Inappropriate Conduct
· To harm, or attempt to harm, minors in any way.

· To use the E-mail, Intranet or Internet for personal gain or profit.

· To collect, or attempt to collect, personal information about third parties without their knowledge or consent;

· To create, host or transmit material which infringes the copyright, trademark, patent, trade secret or other proprietary rights of any other party;
· To transmit any material that threatens or encourages bodily harm or the destruction of property;

· To transmit unsolicited advertising material to other users;
· To access, or to attempt to access the accounts of others or to attempt to penetrate security measures of Rehab Group or other entities’ computer software, hardware, electronic communication system, or telecommunications system;

6.1
The Rehab Group’s Internet connections are intended for activities that either support the organisation’s business and/or the professional development of employees. Web surfing unrelated to these activities should be avoided and failure to do so can result in the employee’s access to E-mail, the Internet and the Intranet being revoked.  

6.2
To prevent computer viruses from being transmitted through the system the unauthorised downloading of any software or the installation of any hardware is not permitted.  All software downloads or the installation of any hardware must be requested through the Rehab Group IT Department or your local IT Department, as appropriate.  
6.3

Conditions of Access

E-mail, Internet and/or Intranet Access is conditional on the following additional standards being observed:
To access, download or send any indecent, obscene, pornographic, sexist, racist, defamatory or other inappropriate materials as well as the circulation of such materials will be treated as gross misconduct which may result in disciplinary action up to and including dismissal.  Any disciplinary action taken will follow Rehab Group’s Human Resource management processes incorporating appropriate verbal and written warnings. These standards will be strictly enforced and breaches will be viewed most seriously by the organisation with the possibility of potential criminal liabilities arising.  The Gardaí or other appropriate authority will be informed where this is deemed to be necessary.

7.
INTERNET ACCESS
7.1

Purpose
The purpose of the Internet Access procedure is to ensure that access is granted to each staff member through appropriate management authority, and that the Internet is commissioned for use to the Rehab Group standards.

7.2

Scope

This procedure applies to all staff who require access to the company Internet facility as an integral part of their normal duties.

7.3

Procedure

In order to manage the Rehab Group’s Internet service, the Rehab Group IT Department (or where appropriate your local IT Department) maintains an Approved User List.

In order to gain Internet access and to be registered on the Approved Internet User List, the applicant should forward the completed Rehab Group Internet Access Form (See Appendix 7.4/1) to the Group IT Manager (or where appropriate your local IT Department) for the scheduling of the Internet installation.  
7.4

Appendices


Rehab Group Internet Access Form 
Appendix 7.4/1
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	REHAB GROUP INTERNET ACCESS FORM
	(Record 7.4/[  ] Issue [  ])PRIVATE 


	PRIVATE   USER NAME AND ADDRESS: 
	 DATE:
	

	 
	 TELEPHONE NO:
	

	
	 FAX NO:
	

	
	 E-MAIL ADDRESS:
	

	
	 JOB TITLE:
	

	
	 WORK LOCATION:
	


	 PURPOSE OF INTERNET ACCESS   (Please give a brief outline of your need for Internet Access)

	

	

	

	

	

	

	

	

	

	


	COMMENTS / NOTES:

	

	

	

	

	

	E-MAIL, INTERNET AND INTRANET ACCEPTABLE USE POLICY and DATA PRIVACY POLICY

	I hereby declare that I have read, fully understand and will abide by the Rehab Group E-Mail, Internet and Intranet Acceptable Use Policy and the Rehab Group Employee Data Protection Policy.  I confirm that I have signed both Policies as my acceptance of the contents therein.



	REQUESTED BY:
	
	DATE:
	

	PRIVATE AUTHORISED BY:
	
	 DATE:
	

	PRIVATE RECEIVED BY:  (IT Department)
	
	 DATE:
	


8.
INTRANET ACCESS
8.1

Purpose
The purpose of the Intranet access procedure is to ensure that access is granted to appropriate staff members through the responsible Rehab Group Company or Rehab Group Department management authority, and that the Intranet is used to The Rehab Group standards.
8.2

Scope
This procedure applies to all staff who require access to the Rehab Group Intranet or/and individual Rehab Group Company Intranet(s) as an integral part of their normal duties.
8.3

Procedure
In order to manage the Rehab Group’s Intranet service, the various Rehab Group Companies and Rehab Group Departments maintain Approved Intranet User Lists.

In order to gain Intranet access and to be registered on the relevant Approved Intranet User List, the applicant should forward the Rehab Group Request for Intranet Access Password Form (See Appendix 8.4/1) to the relevant person on the Rehab Group Intranet Access Contact List (See Appendix 8.4/2).
8.4

Appendices


Rehab Group Request for Intranet Access Password Form 
Appendix 8.4/1



Rehab Group Intranet Access Contact List

                  Appendix 8.4/2
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Appendix 8.4/2

Rehab Group Request for Intranet Access Password Form

Please Complete All Fields Below

	Staff Member’s Name:


	

	Service / Location of Employment:


	

	Job Title:


	

	Email Address (If Applicable):


	

	Has staff member signed Rehab Group Email, Internet and Intranet Acceptable Use Policy and Rehab Group Employee Data Protection Policy:
	

	Staff Member’s Line Manager Name:


	

	Staff Member’s Line Manager Signature:


	I approve Intranet access being provided to the above Staff Member


Please return this form to the relevant person in the Rehab Group Intranet Access Contact List in Appendix 8.4/2

Upon receipt of this completed form a unique Intranet Username and Password will be issued.
Appendix 8.4/2

Rehab Group Intranet Access Contact List

Rehab Group Departments 

Kevin Byrne

kevin.byrne@rehab.ie
`


RehabCare



Arlene Connor
arlene.connor@rehabcare.ie

National Learning Network

Colm Whelan

colm.whelan@nln.ie

Gandon Enterprises


Ann O’Beirne
annobeirne@gandonenterprises.ie


Rehab Foundation


Eileen Rowland
erowland@rehab.ie

Rehab Lotteries


Aileen Masterson
amasterson@rehablotteries.ie

Rehab UK



Daniel Roberts
danielroberts@rehabuk.org

TBG

Momentum



Tom Mailey

tom.mailey@momentumscotland.org


Chasleley Trust





david@chaseleytrust.org

9.
REMOTE ACCESS
9.1
Purpose


The purpose of this section is to define the standards for connecting to the Rehab Group Network from a PC or other device located outside of the workplace.  These standards must be observed in order to minimise the potential exposure to risks associated with remote access connections.

9.2 Scope
This section applies to all Rehab Group staff who are authorised to access the Rehab Group Network from a PC or other device located outside of the workplace.


9.3
Procedure
Staff who require remote access to the Rehab Group Network should apply to the Rehab Group IT Department or their local IT manager for authorisation.  The grant or refusal of such access shall be at the absolute discretion of Rehab Group.

9.4
Responsibilities

It is the responsibility of all Rehab Group staff with remote access to the Rehab Group Network to ensure that:

· Their remote access connection meets security standards as approved by Rehab Group

· The connection is only used for approved purposes

· Materials that are accessed via this connection are kept strictly private and confidential.  

· At no time should a member of the Rehab Group staff transfer work-related files or data from the Rehab Group Network to a PC or other device (including a USB device) without the express written authorisation of the Rehab Group IT Department or their local IT department.  A failure to obtain such written authorisation will not only result in a breach of the AUP but also may give rise to criminal proceedings.







